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2 MO T T B BREE ..ottt ettt ettt ettt ettt 6
R V(O N = o - 7
TS TR s o T T 7
T 0 O 5 R 7
TN N N B = T 7
3.2. MQTT *ﬁa@ N T o 15 8
3.2.1. AT+QMTCFG it E MQTT HJIEBH oo 8
3.22.  AT+QMTOPEN {7 MQTT 2/ M MIZE oo 15
3.23. AT+QMTCLOSE KM MQTT 2/ I PIZE .o 16
3.2.4. AT+QMTCONN FEHER G E] MQTT ARST 2 i 17
3.25. AT+QMTDISC ZEFuiliH5 MQTT ARESZSHIIEFE oo, 18
3.2.6.  ATHQMTSUB  IT T TR .ottt n e 19
3.2.7.  ATHQMTUNS GBI T TR oottt aeere et eaeene s 20
3.2.8.  AT+QMTPUBEX AT oottt 21
3.29. AT+QMTRECV  MZEAFFEEEIIE IR oot 23
4 MOTT HHZE URC ..ottt ettt et ettt ettt ettt et 24
4.1. +QMTSTAT MOQTT BEHZAREZEAIT URC .o 24
4.2. +QMTRECV @41 Host BHL MQTT ZAE AL URC ..o 25
4.3. +QMTPING %1 MQTT RIEHF A N Ping IRAS I URC ..o 26
SR~ TP 27
5.1, J& SSL I MQTT EEAEZEM ..ottt 27
5.2, 2 SSL I MQTT EEAEZEM ..ottt ettt n s 29
B B A Bl R BB D .ottt 32

rEBEEEEARROARAF 3/32



QUECTEL EC200x&EC600S&EG912Y RFIMQTT AR S

IR

S RO B o v =S TSR 7
F22: MOTT HHIEII URC ..ottt ettt ettt ettt et s et et e st et et e et et e s et ete e eneteenananas 24
FZ 31 URC HHIEEIRAD oottt ettt ettt e et et e e et st et e e et et e s st etess et etess et stesn e sternenanas 25
BRI s TR 32
B TR N =1 1= ST 32

rEBEEEEARROARAF 4132



QUECTEL EC200x&EC600S&EG912Y RFIMQTT AR S

1 5=

MQTT 23 B M A AT AT A AGE NI, BAIHG . BEM G TSR Al MQTT &K
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DUECTEL EC200x&EC600S&EG912Y &5 MQTT R #HF

MQTT #iiE3Z B

AREEAT EEAH MQTT DR H a2 T .

MCU [ ome || #HE MQT TS

AT+QMTCFG="will",<client_idx>,<optional>
AT+QMTCFG="timeout",<client_idx>,<optional>

AT+QMTOPEN=<client_idx>,“<host name>",<port>

TCP-REQ
oK > TCP SYN _
- TCP SYN+ACK TURHH (8
" TCP ACK -
+QMTOPEN: <client_idx>,<result> ce »>|
: R T2RAREE N 3
S TS oAy 25
AT+QMTCONN AT+QMTCONN=<client_idx>,<clientlD>,<optional> @TZHTIEJEJH?&
- CONN-REQ P A EERAR G B
OK [¢———— | Starttimer T J;}ﬁé&ﬁﬂ# o » || BPUHERIE
T1,T2 B Jf3 |7 ACK PINGREQ#{ 711
+QMTCONN: <client_idx>,<result>[,<ret_code>] CONN ACK-IND _[*— — — Q
Stop T1 or handle Excepl
Excepl:
AT+QMTSUB AT+QMTSUB=<client_idx>,<msgid>... = SUB-REQ (msgld) WP TCPi%E 4%
OK |- Start timer [ — RIEAT B »
T Excep2:
ANLOE: 39 [ A E
. ) ) | SUB ACK-IND (msgld) < 45 23T B s 9 RIR [M ACK SR L
+QMTSUB:<client_idx>,<msgid>,<result>[,<value>] Stop T1 or handle Excep2 il 4
AT+QMTCFGi%
=<client_i jikRi2ve o
AT+QMTUNS AT+QMTUNS=<client_idx><msgid>... o UNS-REQ (msgid)
OK Start timer RIEBATHR -
T1

UNS ACK-IND (msgld) | 1555 AR LT HE ( FR [ ACK

Stop T1 or handle Excep2

+QMTUNS: <client_idx>,<msgid>,<result>[,<value>]

AT+QMTPUBEX=<client_idx>,<msgid>,<qos>=0,

<retain>,<topic>,<length> | S 4
B 2 | PUBREQ PR AT+QMTCFGR L
oK > 5 LRI
AT+QMTPUBEX AT+QMTPUBEX=<client_idx>,<msgid>,<qos>=1,
(<qos>=1) <retain>,<topic>,<length> > PUB-REQ (msgld)
OK |t Start timer RIER AR .
T1

PUB ACK-IND (msgld) | N5 21 930 Ko 4. 9FIR [MIACK

+QMTPUBEX: <client_idx>,<msgid>,<result>[,<value>] Stop T1 or handle Excep2

AT+QMTPUBEX |AT+QMTPUBEX=<client_idx><msgid>,<qos>=2,

(<qos>=2) <retain>,<topic>,<length> PUB-REQ (msgld) _
OK 1= Start fimer RERATH I -
T1

PUB REC-IND (msgld) 47%%%5%@]&%&%7@‘

Stop T1 or handle Excep2

PUB REL-REQ (msgld)
Start timer t | RERBRANES
s

5 35 A R A K £

__PUB COMP-IND (msgld)
FQMTPUBEX: <client_idx>,<msgid>,<result>[,<value>] Stop T1 or handle Excep2

Receive  PUBMIND (msgld) ) JR5 B R R R
HEILURCHE 2 +QMTRECV: <client_idx>,<msgid>,<topic>,<payload>

5 B W
PUBLISHiH & PUB ACK/REC-REQ (msgld!

Reply according to <qos>

AT+QMTDISC=<client_idx>

oK > DISC-REQ RN B R L
+QMTDISC: <client_idx>,<result> iﬁi:onabi“fl’l RUIESE. HEXT
= R TIE S5 5
AT+QMTCLOSE=<client_idx> o TCP-REQ i WIESHEEMEE, ESEH3.2%
~ TCPWIT i Heii ok AT iy %% LA -

oK TCP disconnected >

+QMTCLOSE: <client_idx>,<result>

B 1: MQTT Bz E ML

rEBEEEEARROARAF 6/32



QUECTEL EC200x&EC600S&EG912Y RFIMQTT AR S

3 VMOTTHEAT H4

AREEAT R BEAAEAE MQTT ZhREMAH S AT .

3.1. AT friBik

3.1.1. X
® <CR> B £ 4
® <LF> BATRT
o <.> SR TR PR AT P RYE .
o [.] A S HEL TA G B R IR 7 o SEBR e AT R ANELS 465 . ATl Ui A,
BC B i 4 FR I e S A R, K BRI 2 A O I B LB .
o TRIZ ZHHI BN E -

3.1.2. AT @diEH)

B4 AT B at WAUMERN A7 k. MIA<CR> W& 1barS47. @, A amREEA A
<CR><LF><response><CR><LF>{{Jii N . fEAICREH, W E/RiN<response>, HIE<CR><LF>.

R 1: AT s K RiKAY

. i S AR S L & B8 4 IR T SR 0 2 MO
WR@mS  AT+<cmd>=7 SIS,
BHAS  ATs<emds? S A ST B 024

BEHS AT+<cmd>=<p1>[,<p2>[,<p3>[..]]] KB 0 HE XS .

PATAS AT+<cmd> FENPAT N BB S D RE4E .
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3.2. MQTT 3% AT fy &k

EC200x&EC600S&EG912Y &5 MQTT MHIES:

3.2.1. AT+QMTCFG BB MQTT Ali&Z3#

Zmr A TR E MQTT KIS,

AT+QMTCFG HEZE MQTT ml&S#

Wi A 2
AT+QMTCFG=?

EEBTEFEBARBARAF

M) J&7
+QMTCFG: "version",( 3 £f i <client_idx> yu il ),( 32 ¥ 1
<vsn>%1|F)

+QMTCFG: "pdpcid",(3Z #F i <client_idx> yt [l ),( 3 #F ]
<cid>7E )

+QMTCFG: "ssl",( 3¢ #F HJ <client_idx> v [ ),( < £ 1)
<SSL_enable>%15&), G RFI<SSL_ctx_idx>7ufH)
+QMTCFG: "keepalive",(3Z #I<client_idx>7E F),(GZ £ 1)
<keep_alive_time>ii [H)

+QMTCFG: "session",(3Z #f i) <client_idx> i [ ),( 3 #F 1
<clean_session>%1%)

+QMTCFG: "timeout",(3Z #f [ <client_idx> 1t [ ),( 3 HF #Y
<pkt_timeout> it [l ),( 3¢ #F [ <retry_times> ju [l ),( 32 #F 1)
<timeout_notice>%1%)

+QMTCFG: "will",( 32 ¥ i) <client_idx> 78 H ),( ¥ £ 1
<will_fg>%13%), CZFrrI<will_gos>Ju ), G <will_retain>
F12),"willtopic","willmessage"

+QMTCFG: "willex",( 37 £F 1] <client_idx> & Fl ),( 32 # 1)
<will_fg>%113%), CZFrrI<will_gos>Ju ), G <will_retain>
FIZ),"willtopic" ,GZ R H<will_len>7E )

+QMTCFG: "recv/mode”,(#FI<client_idx>E ), (G HF ]
<msg_recv_mode>%15K), LR l<msg_len_enable>%13)
+QMTCFG:  "aliauth",( % #F 1 <client_idx> it
H))," productkey”,"devicename","devicesecret"
+QMTCFG: "gmtping", (3 #F ] <client_idx> 0 [l), (3 #F 1
<gmtping_interval>yi[#)

+QMTCFG: "send/mode",(3ZFrf)<client_idx>Ju ), GZH¢
<send_mode>%1%)

+QMTCFG: "onenet",( 3 #F [ <client_idx> i [ )," product
id","access key"

+QMTCFG: "hwauth",( 3 ¥f ) <client_idx> it [ ),"device
id","device secret"

+QMTCFG: "hwprodid",(3##<client_idx>i#)," product
id","product secret","nodeid"

+QMTCFG: "dataformat",(GZ#rfr<client_idx>Ju ), GZHFIT
<send_mode>%13), ZFfi<recv_mode>%15)
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&E HI ?

FLE MQTT Bl A
AT+QMTCFG="version" ,<client_idx>
[,<vsn>]

&E HR 7

FoE MQTT %/ dif3 fd FH K] PDP
AT+QMTCFG="pdpcid",<client_idx>[
,<cid>]

&E Ay 7

B E MQTT SSL Bzl SSL kR &5l
AT+QMTCFG="ssl" <client_idx>[,<S
SL_enable>[,<SSL_ctx_idx>]]

WEWL

P B PRI I [
AT+QMTCFG="keepalive",<client_id
x>[,<keep_alive_time>]

EEBTEFEBARBARAF

EC200x&EC600S&EG912Y &5 MQTT MHIES:

+QMTCFG: "view/mode",(3ZFrft<client_idx>yt F),(GZ )
<view_mode>%1%)

OK

Me) J37

HARETIESA, MW MQTT P4
+QMTCFG: "version",<vsn>

OK

AR EESHH MQTT IEEAAIE, FLE MQTT HhilUiRA:
OK

o AT TR R

ERROR

Me) J37

LA IES A, WA T MQTT % /7 i f F 1Y) PDP:
+QMTCFG: "pdpcid",<cid>

OK

FREIESEH MQTT IEE ARG, BLE MQTT & /7 iy fy il
H ] PDP:
OK

BT TR R

ERROR

M) J3Z

FARMEAT RS E, WA 2SRET MQTT SSL #iabl i SSL | F
&I WA

+QMTCFG: "ssl",<SSL_enable>[,<SSL_ctx_idx>]

OK

LR E M IESHH MQTT EEAOIEE, Bl E MQTT SSL #ixUAI
SSL EFYEREl:
OK

7 H AT TS 1%

ERROR

I 5

LIRS TES G, A B ORI I 1) -
+QMTCFG: "keepalive",<keep_alive_time>
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&E [2E] ?

fic B 21 KA
AT+QMTCFG="session" ,<client_idx>
[,<clean_session>]

&E Hp 7

e 5 Vi 5 A i P )
AT+QMTCFG="timeout" ,<client_idx>
[,<pkt_timeout>,<retry_times>,<time
out_notice>]

'&EHD 54

fic & Will 5 5
AT+QMTCFG="will",<client_idx>[,<w
ill_fg>[,<will_gos>,<will_retain>,<will
_topic>,<will_msg>]]

IREhn?
it & Will {5 &

EEBTEFEBARBARAF

EC200x&EC600S&EG912Y &5 MQTT MHIES:

OK

HIE RS HH MQTT EHRBIEE, Ho B RIS I (]
OK

o H LA AT R R

ERROR

M) J&7
LAMETESHE, WS T ih .
+QMTCFG: "session",<clean_session>

OK

ERESHH MQTT &AM, IKES

1R TERA

OK

AT TR R

ERROR

Me) J37

LERSTIESE, WA ) 211 B SR F e I I [A]
+QMTCFG: "timeout",<pkt_timeout><retry_times><time
out_notice>

OK

HARETIESHH MQTT JEHCR B, o B 1M B AL i i (8] -
OK

T AT RS R

ERROR

Mg S

LM SH, WA 24 w7 Will it &5 15 S

+QMTCFG: "will",<will_fg>[,<will_gos>,<will_retain>,<wil
|_topic>,<will_msg>]

OK

IR EN RS EH MQTT & A6, BE WIl{ER:
OK

Ao H AT AT 1R

ERROR

M) J&
HAABSTESE, WA S HT Will BoEA(E S
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AT+QMTCFG="willex" ,<client_idx>[,
<will_fg>[,<will_gos>,<will_retain>,<
will_topic>,<will_len>]]

&E HR 7

e B e 55 as B R o =X
AT+QMTCFG="recv/mode" ,<client_i
dx>[,<msg_recv_mode>[,<msg_len_
enable>]]

&E AR 7

[ TR & Y P )
AT+QMTCFG="aliauth" ,<client_idx>[
,<product_key><device_name>,<de
vice_secret>]

wEmS

it & MQTT -LrBbla] b
AT+QMTCFG="gmtping",<client_idx
>[,<gmtping_interval>]

EEBTEFEBARBARAF

EC200x&EC600S&EG912Y &5 MQTT MHIES:

+QMTCFG: "willex",<will_fg>[,<will_gos>,<will_retain>,<
will_topic>,<will_len>]

OK
HIREIESHE, A WIll 58

>

BN WIll s HEIEKEER T <will _len>, MR I L
s F<will_len>% .

OK

A AT 1R

ERROR

Me) J37

LRI AIESA, AW T MQTT i Haiuisi .
+QMTCFG: "recv/mode",<msg_recv_mode><msg_len_e
nable>

OK

HARETIESHH MQTT JEROR B, 1o B AR 55 % Bl (Ui
o
OK

BT AT R

ERROR

M) J3Z

HRMETESE, WEHRSER

+QMTCFG: "aliauth" ,<product_key>,<device_name>,<de
vice_secret>

OK

LR ERIESEH MQTT IEH ARG, MEMEABAER:
OK

Ao H AT AT 1R

ERROR

¥ 5

AANSTTIES L MIE W ZHT MQTT Lok A -
+QMTCFG: "gmtping",<gmtping_interval>

FHIREIESE H MQTT A0, BCE MQTT Loikla k-
OK
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&E H ?

FCE MQTT ¥ B i A ik 5(
AT+QMTCFG="send/mode" ,<client_i
dx>[,<send_mode>]

&E HR 7

fic & 1 E £ 5 OneNET T & [ %15 &
AT+QMTCFG="onenet",<client_idx>[
,<product_id>,<access_key>]

&E_ AR 7

BCE N 10T F & KR &(E S
AT+QMTCFG="hwauth" ,<client_idx>
[,<product_id>,<access_key>]

WEWL
B BN loT “FERR&E R
AT+QMTCFG="hwprodid",<client_id

x>[,<product_id>,<product_secret>,

<product_node>]

EEBTEFEBARBARAF

EC200x&EC600S&EG912Y &5 MQTT MHIES:

o IR R

ERROR

Me) J37

LARMETESE, BTN E
+QMTCFG: "send/mode",<send_mode>

OK

FREIESEH MQTT EHRAIE, AiE MQTT HEMK
%A% s
OK

2 BT AT R

ERROR

Me) J37

LRI IESH, WA AT E

+QMTCFG: "onenet",<product_id>,<access_key>

OK

FREIESEH MQTT EE ARG, AE T E#5) OneNET
TEMKEER:
OK

A AR AT R 1R

ERROR

Mg S

HARETESH, WEHSETEE

+QMTCFG: "hwauth",<product_id>,<access_key>[,<hw_t
ime_enable>]

OK

FIRE RS HH MQTT EEABIHE, FLESEN 10T T 5 H%
#fE B
OK

A T R
ERROR
M 7
HAWATIESH, AR AT E
+QMTCFG: "hwprodid",<product_id><product_secret>,
<product_node>[,<hw_time_enable>]
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&E H ?

B E MQTT Hudits X
AT+QMTCFG="dataformat" ,<client_i
dx>[,<send_mode>,<recv_mode>]

&E Hp 7

P B B AR MQTT HdiE i [m] fa A X
AT+QMTCFG="view/mode",<client_i
dx>[,<view_mode>]

EC200x&EC600S&EG912Y &5 MQTT MHIES:

OK

AR RS A H MQTT AR, FLESEN 10T P& 1%
#IEH:
OK

o IR R

ERROR

M) J§7

LARMETESE, BTN E

+QMTCFG: "dataformat”,<send_mode>,<recv_mode>

OK

AR EESHH MQTT B AAE, FCE MQTT £diik .
OK

A BT fTEE R

ERROR

M
HEMEAES AL, WA 2 A E -

+QMTCFG: "view/mode",<view_mode>
OK
%?ETﬁ%ﬁHMmT AR, MESEEAEXT MQTT

OK

2 B IS R

ERROR
SN )AL /
" Zan AL RIAE R
A 3 e 5
SR B MR
2
<client_idx> W, MQTT &/ b il fF. JuFl: 0~5
<vsn> AR, MQTT s kA
3 MOQTT #priX v3.1
4  MOQTT P v3.1.1
<cid> B, MQTT & /{4 F PDP. JulE: 1~15; ZRIAE: 1.

EEBTEFEBARBARAF
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<will_fg>

<will_gos>

<will_retain>

<will_topic>
<will_msg>
<will_len>

<pkt_timeout>
<retry_times>
<timeout_notice>

<clean_session>

<keep_alive_time>

<SSL_enable>

<SSL_ctx_idx>
<msg_recv_mode>

<msg_len_enable>

<product_key>
<device_name>
<device_secret>
<gmtping_interval>
<send_mode>

EC200x&EC600S&EG912Y &5 MQTT MHIES:

A, fLE Will Flag.

0 LFHEEE Will Flag

1 FERE WIll Flag

B, RIEW B QoS .

0 mERE—R

1 ZhRER

2 RRiE—X

A, Will Retain Fric A& H T PUBLISH ¥ 5.

0 4% i KA — % PUBLISH ¥ 2 2k 55 4%, T4 BRI AIE B 4151 35 )5
IR 25 25 AR B 13 2

1 MR KAT—%% PUBLISH {8 B 2R 5528, TH BRI A& R M HTiT & 5,
IR 2% 2% AR B 13 2

FIFERAL, Will topic #FR. KIEJEHE: 1~256 7.
TR R P i AN IS, 1% S H0E SRR E AT E] Wl Topic (7H S N4 .
KEVEME: 0~256 FHi.
A, WIllH B MKE. JEHl: 0~256.
B, B OALER IR . YEE: 1~60; BRIME: 55 AL B
B, RN RIS iR 0~10; BRIME: 3.
A, B AR R T R R .
0 ALk
e
A, WiE SRR,
0 RFumMiIFER G, M as A6 1% % P it il By S
1 RS < IR B 2 P AT S, RSy “Clean”
B, RG], JuHE: 0~3600; ERIME: 120; HAL: . ZSHUE XNEF
IS B R RIFR T 8], 75 1.5 5T ERT APy, B RSS 2 AR E 7 bl 2
R, WERINE 5K i% T DISCONNECT Y 8., PRI AR S5 24 T 25 ;o % 422 .
0  RRAWIE ik
B, FiE MQTT SSL #ix.
0 i@ TCP %
1 ffi}f] SSL TCP % 4=ikH%
A, SSL b Rx&Esl. Wul: 0~5.
B, FEE MQTT M B iR
0 MRS ZEM MQTT W E LA URC (IR Lk
1 MRS R MQTT JH E AL URC HTE R LR
B, BLE URC 2 BaE MRS SN MQTT W E KA.
0 AaEH
1 A
FLRFERRAL B R A
LRI, BT R AT W& R
TR, BT B = KA R A RIS S E
A, kA RER R . YO 5~60; ERiAME: 5: FAfr. .
B, MQTT 8 K%

[N
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<product_id>
<access_key>
<hw_time_enable>

<product_secret>
<product_node>
<recv_mode>

<view_mode>

#1E

EC200x&EC600S&EG912Y &5 MQTT MHIES:

0 FfrH

1 Nk

TR, FEFE SN OneNET T &/4E0 10T & KA & ID.
FREHEM, hEFEE) OneNET V& /40 10T “F & KA i34
B, WAAEEREN 10T “FER, &5 RER AR .

0 ZEk

1 flige

LR N 10T “F & AN & EIET .
TR, PR A

0
1ot

B, BHRT MQTT K S
0 FHE

1 el

1. #<will_fg>=1, #4045 E<will_gos>. <will_retain>. <will_topic>Ffl<will_msg>, #7<will_fg>
AR 1, PLESHESHAER.

2. HA YRS B SRS E BEEER, <clean_session>=0 4 %

3. ¥ MQTT AL E N SSL A, MIMAHRE<SSL_ctx_idx>. #H4h, &/ FHE(E AT+QSSLCFG
BB SSL ARAS. MEEM. &SR, CAIET. F/miE BRI P, 28 RTC BfE, X
LeYE MQTT SSL B F A2 rh &= 2.

4. B REIREA LA AR TP AR .

5. AT+QMTCFG="aliauth" A TR =, HOALHE, N7 LA ATHQMTCONN Hi ffj<username>

Fl<password>.

3.2.2. AT+QMTOPEN FTFF MQTT % F 3 o 2%

Za A T8 MQTT 2 7 i 4T FF M 45 .

AT+QMTOPEN  #TH MQTT 2 i P9 4%

Mt a4
AT+QMTOPEN="?

AL
AT+QMTOPEN?

M 7

+QMTOPEN: (SZ#Fffi<client_idx>iiH),"hostname" (32 ¥
ffI<port>yu )

OK

M J87

[+QMTOPEN: <client_idx>,<host_name>,<port>]

OK
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A U AT R R
ERROR
WE L M N

AT+QMTOPEN=<client_idx>,<host_ n OK
ame>,<port>
+QMTOPEN: <client_idx>,<result>

A IR (TR
ERROR
BN 2 [ 120 0, SZMIZARZS TN
SRERVLT] /

B

<client_idx> B, MQTT & P s A fF. Jul: 0~5.
<host_name>  FRFHERA, MRsastibl, LU IP #hiblei# k4. mAKE: 100 5.

<port> R, RS S, Y 1~65535.
<result> B, R PATE R

-1 AT R I

FTIT W25 Ry

1 SR

2 MQTT #RiAFF# S H

3 3% PDP &K

4 WARNTRIL

5 MBI FEER

3.2.3. AT+QMTCLOSE =< MQTT &/ 54
A F T30 MQTT 2 F 3k 4%

AT+QMTCLOSE RH MQTT & F i P 4%

MRy 2 Mg 1N

AT+QMTCLOSE=? +QMTCLOSE: (GZ¥fi)<client_idx>7i )
OK

WEmY Mg 1N

AT+QMTCLOSE=<client_idx> OK

+QMTCLOSE: <client_idx>,<result>
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27 B HUT AT R
ERROR
5 R ] 7 (1] 30 B
TR P /
S
<client_idx> A, MQTT & P mbs iRfF. JulE: 0~5
<result> B, APATES

-1 SRR
0  RHIMIZE ALY

3.2.4. AT+QMTCONN #EEZF I MOTT k5%

B s RiER: MQTT AR A i 1Zm 4. 9% 2 FAR 55 2% 2 ][] TCP/IP Socket & #20,
WA CONNECT & — Ml E &b .

AT+QMTCONN ZE£% P igs| MQTT AR5

Mk w2 M) Jo.
AT+QMTCONN=? +QMTCONN: (GZFfr<client_idx>yEH),"clientid","userna
me","password"

OK
S M [
AT+QMTCONN? [+QMTCONN: <client_idx>,<state>]

OK

i IR AT R R
ERROR
WEmWL M [
AT+QMTCONN=<client_idx>,<clientid OK
>[,<username>,<password>]
+QMTCONN: <client_idx>,<result>[,<ret_code>]

A T AT 1R

ERROR
5 K R P ] <pkt_timeout>ff (BRIN5FP) , ZWLARAS T
R R /
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¥
<client_idx> A, MQTT &/ kil fF. JEHl: 0~5.
<clientid> TR, &P bR iR .
<username> FRERM, B4, WTHTRAG
<password> TR, P P A R SRS, TR R
<result> B, A PATE R

0 Hdifukis s HE 2R %5 45111 ACK

1 HiEfEE

2 HIRARIERIL
<state> R, MQTT IEHLRA .

1 MQTT #I4kik

2 MQTT IEfEiESR:

3 MQTT B&ERENRIY

4  MQTT IEEWTFFER:
<ret_code> R ERRIRESIR B RS

0 iR

1 R4ER:: A2 UIURA

2 fEAER: PRRFTRE 4

3 HEAER:: RESHEATTH

4  IEgER:: ARRIH A EUET

5 E4IER REM

<pkt_timeout> B B AR . JERE: 1~60; ERIME: 55 Hf7: . mliEd AT
+QMTCFG="timeout" ,<client_idx>[,<pkt_timeout>,<retry_times><timeou

t_notice>] At B HI i [a]

#iE

AN 1D CASER RS A, 5 A AR 1D BB, IR SS A L AT ER 1%
iR, )5 A4 REREATHN R 7 () CONNECT i

3.2.5. AT+QMTDISC ZEF k5 MQTT fR& 2 HiER:

P R SR WOT 5 MQTT R 55 a3 LI % ar & %) ¥ A% DISCONNECT 1 2 2Rk 5545 &
N RILRE 5 IR S5 23 T TCP/IP JE %

AT+QMTDISC &P M5 MQTT RG2S HES:

Wi i 2 M) 7

AT+QMTDISC=? +QMTDISC: (ZFFfi<client_idx>yi )
OK

WHE MY M) &7
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AT+QMTDISC=<client_idx> OK

+QMTDISC: <client_idx>,<result>

27 BT R
ERROR
5 R ] 7 (1] 30 B
R P /
S
<client_idx> A, MQTT & P ubniRfF. Jull: 0~5.
<result> B, APATES

-1 W IERR R
0 Wi iERERh
3.2.6. AT+QMTSUB iTdEE

A HTAT R — AN, %0 k1% SUBSCRIBE JH B A RS 251 W — a2 AN 50, 41T
) E U AT S, RS e S I ey By PUBLISH W S AR5 2% 7 i o

AT+QMTSUB 3T E8R

M A2 i .

AT+QMTSUB=? +QMTSUB: (37 # ) <client_idx> & [ ),<msgid> list of
["topic”,qos]
OK

BWE MY M &

AT+QMTSUB=<client_idx>,<msgid> OK
,<topicl><qosl>[,<topic2>,<qos2>
o] +QMTSUB: <client_idx>,<msgid>,<result>[,<value>]

A HOUE TR R«
ERROR

<pkt_timeout> x <retry_times> (ERik 15 7)) , ZMZIRER
Mg

R U A /

F K 7 i (8]
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S

<client_idx>
<msgid>
<topic>
<q03>

<result>

<value>

<pkt_timeout>

<retry_times>

#iE

A, MQTT & s R . Jif: 0~5.
B, BAREARRAT. JiH: 1~65535.
TR, B umi] e B VT i
A, B RATTH S QoS S .

0 mERE—R

1 BORE—X

2 HAKRE—IX

B, A PATER.

0 H¥Etukikmrh HE IR 55 4511 ACK

1 HEpEfk
2 HHRORERM
B,

Fi<result>=0, Nl<value>fE RN i\ QoS LMK E;

fr<result>=1, NIFRREHE AL AL

Fr<result>=2, NAEIR,

A, BRI e . YEE: 1~60; BRIMA: 5: HAL: Fb. mlEd AT+QMTC
FG="timeout" ,<client_idx>[,<pkt_timeout><retry_times>,<timeout_notice>]fl &
A A )

B, B aem s Eilc. EH: 0~10; ERAE: 3.

RAFERE E KL F# QoS LB s QoS 472 1 8l 2 K B A Box<msgid>, FE45E (5 77 1A A
—HATIH R P<msgid> 0 M —. —BORUIZSEUERYEH B H0Z 30, (HEFRHL T ER.

3.2.7. AT+QMTUNS BiTxME

Zan TR —NEE 2 A8, & A RS 4 K% UNSUBSCRIBE JH EAB 11 ff e 1Y 3 8.

AT+QMTUNS BiT 8

WA 2
AT+QMTUNS=?

BWEMmL

M) J37

+QMTUNS: (37 £f ) <client_idx> i [ ),<msgid> list of
[<topic>]

OK

M) J37

AT+QMTUNS=<client_idx>,<msgid> OK
,<topic1>[,<topic2>...]

+QMTUNS: <client_idx>,<msgid>,<result>[,<value>]

A HHUE TR
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ERROR
. ‘ <pkt_timeout> x <retry_times> (Rl 15 #0) , ZMLIREF
IEINVAD - -
B K s ] i
R B /
S

<client_idx>  #M, MQTT & /' iibrilfr. Jul: 0~5.

<msgid> B, BRARR IR, iR 1~65535.
<topic> FRPRIA, B P um AR T ) s BT R 3
<result> B, APATES
0 Rt kiE Dl B Bk %5 25 1) ACK
1 HiEaEfE
2 HERBRIERIK
<value> B,

Fr<result>=0, N|<value>fE NN QoS EFH MK E;
fi<result>=1, NIFEIREHE 0 BEAL
Fi<result>=2, MIAER,

<pkt_timeout> ¥ LK I E . JEE . 1~60; BRIMA: 5; AL . AliEd ATHQMTCFG="ti
meout",<tcpconnectID>[,<pkt_timeout>,<retry times>,<timeout_notice>]li’ &
ingingCi

<retry_times> A, HPniEim ks Bl YEREl: 0~10; ERAE: 3.

3.2.8. AT+QMTPUBEX XK7iHE

B i 1 % i A T BLUR AT E K B RIS A FE IR OS5 A B BB T B . > PUBLISH
HEHRE A EEAIR, H DR AT T A EE 2T, ST R AR, RS A S
XL EE N PUBLISH 8 BAEMEI% i .

AT+QMTPUBEX XRFAHE

Wi i 2 M) J3
AT+QMTPUBEX="? +QMTPUBEX: (X #rHi<client_idx>3u [l),<msgid>,(5Z £ 11

<qos>it ), Gz <retain>%1 %), topic","length"

OK

wE WS i 2,

AT+QMTPUBEX=<client_idx>,<msgi >

d>,<gos><retain><topic><length> Wi >J5, i ANFHEKIEMEE, GHELFEKERT
<length>, 2 H{RHJF 1521 MIBR
OK

+QMTPUBEX: <client_idx>,<msgid>,<result>[,<value>]
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BN 7 1]

SRERVL]

2

<client_idx>
<msgid>
<gos>

<retain>

<topic>
<length>
<result>

<value>

<pkt_timeout>

<retry_times>

#E

A HBUE T R -
ERROR

<pkt_timeout> x <retry_times> (BRik 15 ) , ZRLORE
=Y
AL

/

B, MQTT &P Imbriiff. Jufl: 0~5.
A KR BAR AT, YiH: 0~65535. WA M<qos>=0 I, i%ZZHfH A 0.
B, P AR R AT TE B I QoS 252,

0 ®WmEKRIE—IK
1 wRIE—R
2 RRZE—IX
HERIEEPUET R G, R4 AT IRAFZE B
0 ARfF
1 fRf7
?ﬁ%%iﬂo Ry R AT TR
o FERATE BB .

%%i—@ A PAT S

0  Fh &kt A HEURBIAR 55 2511 ACK (H<qos>=0 I kA 1 s, M7 ACK)
1 HiEaEME

2 HERBRIERIL

B,

ti<result>=1, MIFRREHE G E LR

Fr<result>=0 8i# 2, MIAERILSE.

BN BB N A, JEHE: 1~60; BRUMAE: 5; $ifz: B Wl ATHQMTCFG
="timeout",<client_idx>[,<pkt_timeout>,<retry times>,<timeout_notice>]}c & &
IR [6]

B, BRI E . JEH: 0~10; ERIME: 3.

1. FHixam SPAT NI R OK, 2 5 sy i) LGRS RATHT I EE 6. A% 580 0 i RECE A R K T
FNE KRN GEENE LKA 5), B4 [H] ERROR.

2. ZaARPATIE, 2/ A] R IE A B S BE E. RENEE I KK B 1500 Y

3. RATEFILURAGT PUBLISH W E 2RS4, IR AT LUK AT PUBLISH W E 2T & . BRGAK
iy BRI B E R, 2iREl URC JE%] Host B:HL MQTT AR % #% R %M % : +QMTRECV:
<client_idx>,<msgid>,<topic>[,<payload_length>],<payload>, T URC #iiAJH4IE S, §S5

X FEA2 EF,

rEBEEEEARROARAF 22132



QUECTEL EC200x&EC600S&EG912Y RFIMQTT AR S

3.29. AT+QMTRECV MZHFHiZENEE
G A AT W EAE BN R, RS BRI B # S 17 i B A7

AT+QMTRECV MZEHFHIEEIEE

W4
AT+QMTRECV=?
2

AT+QMTRECV?

WEML

M) J37

OK

I

+QMTRECV: <client_idx>,<store_status_0>,<store_statu
s_1><store_status_2>,<store_status_3>,<store_status_
4>

OK
25 MQTT % $:

OK
Wi B[ (G2 +QMTRECV: <client_idx>,<msgid>,<topic>[,<

AT+QMTRECV=<client_idx>[,<recv_i payload_len>],<payload>%1%)]

d>]

H K 7 i (8]
SRERVLT]

2

<client_idx>
<store_status>

<recv_id>
<msgid>
<topic>
<payload_len>
<payload>

OK

15 MQTT % $.
ERROR

/

/

A, MQTT &/ b il fF. Jufl: 0~5.

B, RNGEATREAAHEE, BT REZAEE S FELR, FikmZ N Fik 5 %
URC.

0 ZAFHEAHIE

1 A7 AR

B, FoNRRBWNEEET S . JERE: 0~4.

A, B BARIR . YiFE: 0~65535, W7 %4<gos>=0 i, HZHAT N 0.
TR, FER AN

B, EUE BIRKEL .

TR, AKX AEE .

rEBEEEEARROARAF 23/32



QUECTEL EC200x&EC600S&EG912Y RFIMQTT AR S

4 MoTT #8% URC

A BT EEHIR MQTT A% URC.

% 2: MQTT A3 URC

g URC#R #iR
o 2 MQTT Hg RS, &/ it
[1] +QMTSTAT: <client_idx>,<err_code> MOTT 436 14} URC.
2] +QMTRECV: <client_idx>,<msgid>,<topic>[,<pay 4% /i3] MQTT AR5 st .2
load_len>],<payload> 4% URC.
N2, =] S w4 E N, Zf
3] +OMTRECV: <client_idx><recv_id> M MQTT IR 55 as RN T S A7 2 2247
iy b4l URC.
L 2 MQTT BRI, 27 3y 43 5% ]
[4] +QMTPING: <client_idx>,<result> MOTT 4236 14tk URC.

4.1. +QMTSTAT MQTT &% ZREZLK URC

It URC LL+QMTSTAT: JF3k, 24 MQTT 4% ZIRA R At 2> FiliZ URC.

+QMTSTAT MQTT & B EIRETZAH URC

+QMTSTAT: <client_idx>,<err_code> 4 MQTT BE 2 RSN, B/ Wit MQTT & Bk

URC.
B
<client_idx> B, MQTT & biihR iR 4 -
<err_code> B, RS, HEAERIESHE R
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% 3: URC HHHRIG

<err_code> iR FRRITEE
1 R RS A T e 14T ATHQMTOPEN H 4 MQTT 4%

. I BT PDP, S8 FHMGE PDP Jf B
2 K i% PINGREQ ‘I 5 # 5 MQTT i,

1. BFEWNKIH 4SS B,
2. HEIRZ G 1D AR &

3 $i% CONNECT i sz Sl 3. W MOTT M8, JF2% 0/ R i
CONNECT .3 IR 55 %% .
1. BAEBNH GRS RS E.
4 Bt CONNACK £ I 8 2 2 WRERE T 1D AR

3. HE MQTT &, HEHFRKIE
CONNECT B 2IK %5 %%
: % P Al IR 45 2 k1% DISCONNECT &, {H R
SRS A ESMT MQTT &4k
1. FPRECHR IEA

RN ARERE B B R R 20 v L B T

6 MOTT iz 2. gzgﬁéfggﬁﬂ%ﬁm%w% Zil
7 HE RS A TAF B I 55 a4 A AT T DR 22 1 B i 95 2 P

8 % P LS WT MQTT 4 SR EHIERL

9~255 B SR AL

4.2. +QMTRECV @41 Host 2B MQTT K URC

It URC I+QMTRECV: F3k, FEHHFi#%0 Host 1520 MQTT AR 55 &% &% A4 ..

+QMTRECV B4 Host S2E MQTT H#E A URC

+QMTRECV: <client_idx>,<msgid>,<top # %1 Host iH MQTT %5 2% Kik % da
ic>[,<payload_len>],<payload>
+QMTRECV: <client_idx>,<recv_id> YN MQTT M55 A4 )70 B AFAE B 22 A7) E4ik URC.

S

<client_idx> B, MQTT & mbrilfF. JuH: 0~5.
<msgid> B HAR AT AR AT

<topic> FrFEEM, I MQTT R4S w20k i 3= 5t
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<payload_len> B, GURGE R,
<payload> FRFERRAL. A FRAR DI SR
<recv_id> W, R A BRI S . YR 0~4,

4.3. +QMTPING &% MQTT RiER ] Ping JRESH URC

It URC LI+QMTPING: 13k, RSS2 ARAE 1.5 5 AR5 18] Y 32U )28 P o (08 B, U 24128 7 i
&% DISCONNECT JH 2, RE#oWit 5% FumriEs:, < Flkiz URC.

+QMTPING JB% MQTT fRIER A A Ping IRA&H URC

+QMTPING: <client_idx>,<result> 4 MQTT BEEIRASARAUN, 2 imes ki MQTT IEHJF Bk
It URC.
¥
<client_idx> B, MQTT &P Imbriiff. Jufl: 0~5.
<result> B Ping R4S
1 R
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5 g

AT EGR A TR T MQTT Aok An 4o

5.1. 7o SSL K1 MQTT #/E2445

e B R =C
AT+QMTCFG="recv/mode",0,0,1
OK

WA S & T S
AT+QMTCFG="aliauth",0," oyjtmPI5a5j","MQTT_TEST","wN9Y6pZSlly7Exa5qVzcmigEGO4kAazZ"

OK
AT+QMTOPEN="?
+QMTOPEN: (0-5),"hostname",(1-65535)

OK

IIMQTT %5 34T TF 4 2%

AT+QMTOPEN=0,"iot-as-mqtt.cn-shanghai.aliyuncs.com",1883

OK

+QMTOPEN: 0,0 IIMQTT %% F S S D141 FF 1 2%
AT+QMTOPEN?

+QMTOPEN: 0,"iot-as-mqtt.cn-shanghai.aliyuncs.com",1883

OK
AT+QMTCONN="?
+QMTCONN: (0-5),"clientid","username"”,"password"

OK

1175 P i3 MQTT RS 2%

1175 QBB B <, Al fdifHfr 4 AT+QMTCFG="aliauth" £ i B & & E B, 254 i&k<username>fi
<password>

AT+QMTCONN=0,"clientExample"
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OK

+QMTCONN: 0,0,0 1178 7 B D& 3] MQTT RS54
AT+QMTSUB=?
+QMTSUB: (0-5),<msgid>, list of ["topic",qos]

OK

AT ] 38
AT+QMTSUB=0,1,"topic/example”,2
OK

+QMTSUB: 0,1,0,2
AT+QMTSUB=0,1,"topic/pub”,0
OK

+QMTSUB: 0,1,0,0

ISR 2 P ST B A R, T HAR B AR /] — U AT 2RS4, e BRI = R
+QMTRECV: 0,0, "topic/example”,36," This is the payload related to topic"

IGRI]
AT+QMTUNS=0,2,"topic/example”
OK

+QMTUNS: 0,2,0
AT+QMTPUBEX="?
+QMTPUBEX: (0-5),<msgid>,(0-2),(0,1),"topic","length"

OK

I N>, % NFF &% This is test data, hello MQTT., 3 & KK JE & 1500 75, £ HUIE 2t 20K .
AT+QMTPUBEX=0,0,0,0,"topic/pub”,30

>This is test data, hello MQTT.

OK

+QMTPUBEX: 0,0,0

I P o T [ 1 4 8" topic/pub™ i @, H HA &2 W k5528 A0 1 AHFE 3, Bk Bk TE S
+QMTRECV: 0,0,"topic/pub”,30,This is test data, hello MQTT.

W% P i fE MQTT JRSS 25 4%

AT+QMTDISC=0
OK
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+QMTDISC: 0,0 IBEFEWT I D

5.2. & SSL K MQTT #/E2445

I1E & o 5
AT+QMTCFG="recv/mode",0,0,1
OK

IIBCE MQTT & 1& 4 SSL #i
AT+QMTCFG="SSL",0,1,2
OK

11 SSL #4077 N server authentication, N|7Zf# CA iEF53] UFS.
AT+QFUPL="UFS:cacert.pem",1758,100

CONNECT

<Input the cacert.pem data, the size is 1758 bytes>

+QFUPL: 1758,384a

OK

I SSL #2487 30N server authentication, N #7fi% CC iE-P %] UFS.
AT+QFUPL="UFS:client.pem",1220,100

CONNECT

<Input the client.pem data, the size is 1220 bytes>

+QFUPL: 1220,2d53

OK

1175 SSL #4077 X A server authentication, N77fi# CK iE- %] UFS.
AT+QFUPL="UFS:user_key.pem",1679,100

CONNECT

<Input the client.pem data, the size is 1679 bytes>

+QFUPL: 1679,335f

OK

I E CAUET

AT+QSSLCFG="cacert",2," UFS:cacert.pem"

OK

& CC ik
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AT+QSSLCFG="clientcert",2,"UFS:client.pem"
OK

I E CKAE+
AT+QSSLCFG="clientkey",2,"UFS:user_key.pem"
OK

I E SSL 4

AT+QSSLCFG="seclevel",2,2 IISSL ##UJ728: server authentication
OK

AT+QSSLCFG="sslversion",2,4 HISSL AR A

OK

AT+QSSLCFG="ciphersuite",2,0xFFFF  //ll% &

OK

AT+QSSLCFG="ignorelocaltime",2,1 112 BEFZ AL [i]

OK

7745 MQTT SSL i#
AT+QMTOPEN=0,"alzgnxur10j8ux.iot.us-east-1.amazonaws.com",8883
OK

+QMTOPEN: 0,0

ITEH: MQTT HR%5 4%

AT+QMTCONN=0,"M26_0206"

OK

+QMTCONN: 0,0,0

IR 15 3

AT+QMTSUB=0,1," $aws/things/M26_0206/shadow/update/accepted”,1
OK

+QMTSUB: 0,1,0,1

ITRARH B

AT+QMTPUBEX=0,1,1,0," $aws/things/M26_0206/shadow/update/accepted”,32
>This is publish data from client

OK

+QMTPUBEX: 0,1,0

W5 P AT 19 1 44 9 "$aws/things/M26_0206/shadow/update/accepted"fit) @, H H Al 4% & A5 1 AHIF
TR B RIS 8, s BRI E S
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+QMTRECV: 0,1,"$aws/things/M26_0206/shadow/update/accepted”,32," This is publish data from
client”

1% P Wi T MQTT Ak 55 &%
AT+QMTDISC=0
OK

+QMTDISC: 0,0
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6 HiF A BETMARIERS

R4 BHR
FF5 AR i B3
[1] MQTT V3.1 Protocol Specification MQTT ¥ Ui 3.1 fA
2] MQTT V3.1.1 Protocol Specification MQTT P& UE I 3.1.1 feA
&5 REHE
] FECHIR HOCHR
ACK Acknowledgement [TRVNTERSS
CA Certificate Authority WEFAAL AL
MQTT Message Queuing Telemetry Transport T8 5 BA B DAL A
PDP Packet Data Protocol 73 B L
QoS Quiality of Service JIk 55 o =
RTC Real-Time Clock S b
SSL Secure Sockets Layer BB
TCP Transmission Control Protocol FE AT L
UFS User File System i laB T N
URC Unsolicited Result Code AETE R &5 b
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